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Introduction

Identity theft is a serious crime with low prosecution rates.
People whose identities have been stolen often spend months 
or years cleaning up the mess thieves have made of their
credit record. Prior to stopping these fraudulent actions,
victims are often treated as the criminal and some have lost
job opportunities, been refused loans, education, housing or 
cars, and even arrested for crimes they didn't commit.

It Only Takes a Second to Become a Victim 

How can someone steal your identity? Unfortunately, in 
today’s electronic age, it can happen all too easily. Identity 
theft occurs when someone uses your personal information
such as your name, Social Security number, credit card, or
other identifying information, without your permission to
commit fraud or other crimes.

Your Personal Information is Vulnerable

• On the Internet 

• Over your cell phone 

• At the gas pump

• In your trash 

• At an ATM 

• From your mailbox

• Whenever you use a credit card 

According to the Federal Trade Commission (FTC), over 9.9
million Americans were victims of identity theft last year 
(2003). According to the FBI and the National Association of 
Attorneys General (NAAG), ID theft has become one of the
nation's fastest-growing crimes.

Consumers lost $17.8 million due to online fraud last year 
alone, and the IFCC notes that 70 percent of complainants
had email contact with the perpetrators.

And when it happens, chances are you won’t even know about
it - until it’s too late; perhaps even a year or more after the fact.

Identity thieves usually pick their victims through convenience.
By taking some simple precautions, you can protect yourself 
from one of the most invasive and difficult to prosecute crimes.

Many credit card companies offer their own security for identity
theft.  Explore these options and learn what to look for.  Most
credit card companies offer an added security service (at costs
ranging from $5 to $15 a month).  If new accounts are opened 
in your name or a request for an address change is made, you
are notified immediately by the credit card company.  Unusual 
purchases, uncharacteristic of your typical spending trends are
also reported to you – usually via 
mail or email.

Quarterly credit updates that check 
for collection or closed accounts
and status changes are also 
offered. Some credit card services 
also offer identify theft coverage, 
but you need to be fully aware of
the ‘fine print’ to make sure you 
don’t have an unreasonable
‘burden of proof’ in order to collect
coverage from identity fraud. Call 
your creditors if these types of
services appeal to you.
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The Internet 

There's no doubt about it, electronic communications and the
Internet have given us unprecedented convenience and 
personal enrichment. For work, school or personal matters,
this global communications medium gives us access to 
information on virtually any topic.

However, these benefits can come with a hefty price.  The
open nature of the Internet facilitates ID theft and fraud.  If 
you're not careful and you become affected, the impact on 
your life can be overwhelming and long-term. In fact,
according to the FTC, it usually takes up to 14 months for a 
victim even to become aware of the crime. 

Jayne Hitchcock, a freelance writer, author of "Net Crimes and 
Misdemeanors" and president of the Working to Halt Online
Abuse organization, experienced this firsthand. "I was 
impersonated online," she says. "My email address was 
stolen, email addresses were created in my name, my Social 
Security number was taken. They tried to ruin my reputation 
and my life; they contacted my employer [and] I was almost 
fired. It was just horrible."

Like many victims before here, Hitchcock was victimized after
simply answering a spam email that seemed to be a legitimate
business. She suppressed her skepticism and even called and 
spoke with a representative before responding, but the con 
was well though out – well thought out enough to even fool
her. "I didn't know what to do [once I discovered that it
happened]," she says. "It took me over five and a half years to
get my life back." 

Crucial Preventive Action

 The next time you order checks have only your initials
(instead of first name) and last name put on them. If 
someone takes your checkbook they will not know if you
sign your checks with just your initials or your first name
but your bank will know how you sign your checks.

 When you are writing checks to pay on your credit card
accounts, DO NOT put the complete account number on
the "For" line. Instead, just put the last four numbers. The
credit card company knows the rest of the account 
number and anyone who might be handling your check 
as it passes through all the check processing channels
won't have access to it. 

 Put your work phone number on your checks instead of 
your home phone.

 If you have a PO Box, use that instead of your home.
Never have your Social Security number printed on your 
checks – you can add it if it is necessary. The Social
Security number is the ‘Holy Grail’ for identity thieves and
can open up all kinds of avenues for ID theft, so guard 
this number with your life.

 Place the contents of your wallet on a photocopy 
machine and copy both sides of each license, credit
card, etc. You will know what you had in your wallet and 
all of the account numbers and phone numbers to call 
and cancel.  Keep the photocopy in a safe place.
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 Make a photocopy of your passport and take a copy with 
you when you travel. 

 Periodically Check Your Credit Report – Be aware of
your credit rating and keep these records up to date.
Again, many credit card companies offer frequent credit
history reports at a minimal fee, and a new law passed
will allow consumers one free credit report a year.  If you
spot anything suspicious, contact your creditor 
immediately. This documentation is your ‘proof’ of your 
financial responsibility and will help make you aware of 
any unusual activities on your credit cards. Always
monitor your credit history.

 Destroy private records and statements. Shred credit 
card statements, solicitations and other documents that
contain private financial information.

 Empty your mailbox quickly so criminals don’t have a 
chance to snatch credit card pitches. Consider locking 
your mailbox.

 Don’t carry your Social Security card with you, or any 
other card that may have your number. Don’t put your 
number on your checks. Leave your driver’s license
number off your checks as well. 

 Never leave ATM or gas station receipts behind.

 Stick to well-known retailers or sites that others have
used to their satisfaction. Use only one credit card for
online purchases. That way, if something amiss 
happens, it’ll be easier to spot on your bill. 

 Worried about credit card skimming? Pay with cash as
often as possible. 

 Be more defensive with personal information. Ask 
salespeople and others if information such as a Social 
Security number or driver’s license is absolutely
necessary. Ask anyone who does require your Social 
Security number – for instance, your insurance company
– what their privacy policy is and whether you can 
arrange for the organization not to share that information 
with anyone else. 

 Investigate credit bureau protection services. For
instance, Equifax offers Credit Watch, which alerts you 
any time a change take place with your credit report.

Protective Measures for the Internet 

In addition to disputing inaccurate credit items and maintaining 
an accurate credit report, here are some proactive protective
measures and guidelines that are endorsed by law-
enforcement and regulatory agencies: 

 If you must purchase email-advertised products, be
selective. Aside from encouraging the spammers, this 
also proliferates your email address and any personal-
identifiable information to other spammers, such as
name, address, phone number, credit-card numbers, etc. 

 Never pay fees "up front" for loans or credit. Legitimate
lenders never "guarantee" a loan or credit card before
you apply. (See Ovation Law’s online Educational 
Resource Center at www.OvationLaw.com.) 
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 When making an online purchase, look in the lower right
hand corner of your browser window. If you see the icon 
of a lock, it means you are dealing with a secure site. If 
you don’t see one, you’ll be safer finding another 
merchant. Also, check out website privacy policies. Shy 
away from sites that don’t specifically say that they won’t
pass your name and information around to others.

 Protect your personal information by only sharing your 
credit card number or other personal information when 
making purchases from a company or financial institution 
that you know and trust. Never give out your Social 
Security number unless you are certain that the
information is necessary and the company you are
dealing with is reputable.

 Do not respond to requests for personal information via
email. You will never be asked for a password, credit 
card or social security number from a legitimate source
via email. Beware of official-looking notices that require 
you to "give up" your personal information or face dire 
consequences.

 Verify every transaction. If a website address looks
different from the name of the organization that you're 
dealing with, or if you have any concern whatsoever 
about your transaction, look for a phone number on the
website and contact the organization to verify that it is 
valid. Do not do business with any organization that
doesn't clearly identify itself on its website, including
providing a physical address and phone number. 

 Beware of get-rich-quick schemes. If it sounds too good
to be true, it probably is.

 Refrain from replying to a spam email – even to ask to be
removed. Legitimate companies will remove your email 
address as requested, but disreputable senders use this 
as validation that your email address is, in fact, "live." 
They can then sell your address to others. A better 
response is to forward spam email to the Federal Trade 
Commission at uce@ftc.gov.

 Law-enforcement officials and security experts advise
that spam is often used to target unsuspecting
consumers and lure them to "official looking" websites – 
such as a billing center for an online service provider or 
the front page of a mortgage information form. When 
users enter passwords, Social Security or credit-card 
numbers, the information can be taken, used or sold by 
identity thieves. 

 Set up a separate "public" email address for use online.
Use a separate, free email address for online
subscriptions or participation in newsgroups, contests or
other purposes. 

 Use an email filter to help eliminate unwanted spam. 
Secure your computer against other risks, such as 
viruses, hackers, etc.  For information and virus 
protection software, visit sites such as www.mcafee.com
or www.symnatec.com or search the web for “computer
virus protection”.
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Types of Identity Thieves

There are two main types of identity thieves, namely, identity 
theft rings and individual identity thieves.

Identity theft rings operate using a hit-and-run strategy. They
appear suddenly in an area, set up their operation, identify
potential victims, burn out their victims’ credit, then shut down
and disappear.

How do these rings identify potential victims? Often, they
target high-income individuals, such as people who own
expensive homes or cars or are members of high-income
professions, such as doctors or lawyers. ID theft is also a 
crime of convenience, as crooks ‘scan’ the Internet for
individuals who have no ‘safeguards’ in place to protect their
personal information.

Once the ring has identified its group of targets, it then hires
an information broker to obtain their social security numbers – 
which is a simple matter of running their names through credit
bureau files using what’s called a “national identifier search.”
(Use of credit bureau files in this way is now strictly illegal
under the new Graham, Leach Act, but this doesn’t deter many 
unethical information brokers.)

As a rule, people whose social security numbers are found to 
be less than readily obtainable are dropped from the list of 
targets. After all, why bother, when there are so many millions
of easy victims?

Armed with social security numbers, the ring will then apply for
credit cards, loans, lines of credit, and checking accounts in
the names of the targets. It will have the credit applications,
credit cards, and checking account applications mailed to a
phony address, perhaps a small apartment rented in advance. 

Once the credit cards and blank checks start pouring in, the
members of the ring go to work buying expensive merchandise 
(stereo and computer equipment and jewelry are favorites) 
and obtaining cash via bank credit lines or by cashing bad 
checks. Merchandise accumulated will be fenced or sold to 
pawn shops.

Before the credit card bills start arriving and the checks start
bouncing, the ring will collapse its operation and move on to a
new area to ‘set up shop’ and repeat the process.

The other type of identity thief is the individual who, working
alone, impersonates someone else in order to obtain credit. 

This type of identity thief can be just as devastating to you and
your good credit standing as the organized crime ring 
described previously.

An individual may get into this racket on either a short- or long-
term basis. The short-term identity thief is looking for a boost
in his or her standard of living and finds it by running up bills or
obtaining cash using somebody else’s credit. The long-term 
identity thief takes the scam a step further – he or she
essentially starts a whole new life somewhere far away using
the credit history and/or employment history of the victim; in
this case, oddly enough, there may be no financial loss to the
target, for the identity thief is looking for a new start in life and
will usually pay the bills he runs up on the credit lines he’s
been able to establish in the victim’s name. Nonetheless,
should he ever default on his obligations, he can destroy the
credit of the person whose identity he is using.
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Furthermore, whether the thief is in it for a quick killing (the
short-term thief) or for a whole new, long-term identity change, 
the victim is at serious personal risk. Suppose for example, an 
identity thief commits a crime such as a serious traffic violation
while impersonating a victim, possibly by means of a fake 
driver’s license or other forged document. It’s not uncommon
that the victim is then arrested and charged with the crime 
perpetrated by the identity thief!

Damage Control 

An attorney recently had his wallet stolen. Within a week, the
thief ordered an expensive monthly cell phone package,
applied for a Visa credit card, had a credit line approved to buy
a Gateway computer, received a PIN number, and was 
changing his driving record information online through the
DMV, and more.

Critical Information 

 Cancel your credit cards immediately. Have the toll free
numbers and your card numbers handy so you know
whom to call and can take action quickly. Keep those 
where you can find them easily.

It is also important to notify credit card companies in
writing.

 File your complaint with the FTC. The FTC maintains 
an extensive database of identity theft cases that is 
used by law enforcement agencies worldwide.

 File a police report immediately in the jurisdiction
where it was stolen and submit a copy of the report to
your creditors. This proves to credit providers you were 
diligent, and is a first step toward an investigation (if 
there ever is one).

 Call any one of the three national credit-reporting
organizations immediately to place a fraud alert on
your name and Social Security number.  (As soon as 
the credit bureau confirms your fraud alert, the other
two credit bureaus will automatically be notified.)  All 
three credit reports will then be sent to you free of
charge.

The alert means any company that checks your credit
knows your information was stolen and they have to
contact you by phone to authorize new credit.  This can
stop thieves in their tracks – but must be done 
immediately.

NOTE: The automated process of making only one call 
works only for the initial placement of your fraud alert.
Any orders for additional reports or renewals of your 
fraud alerts must be made separately at each of the
three credit bureaus.
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One of the first things an identity thief will do is change an
address or open a new account. Often, your first indication 
that you’ve been a victim of identity theft will probably be the
arrival of a bill for merchandise you don’t remember ordering,
or a call from a merchant complaining about a bad check or an 
invoice that never got paid. If this happens to you, immediately
gather as much information from the caller as you can, such
as when the purchase or loan took place, type of credit used
(credit line or credit card), account number, monetary amount,
and where the bills were sent. If a credit application was filled
out, ask to obtain a copy of it immediately. Explain to the 
merchant exactly what happened – i.e., that you did not make 
the purchase or authorize the account, and ask to be removed
from his list of delinquent debtors and that he not report it to
the credit bureau in your name. Be sure to use the phrase
“identity theft” — unfortunately it’s such a widespread crime
nowadays that it will leave no doubt in his mind as to what 
you’re talking about.

At this point, having discovered that you’ve been victimized,
it’s important to act quickly to minimize the damage to your
credit and financial reputation.  Start by immediately contacting 
all three major credit bureaus. (See the last page of this
document for contact information and helpful resources.)

Maintain a Current List of your Credit 
Accounts

Have a list of all your credit accounts and account numbers at 
hand when you call. (Paralegals at Ovation Law can assist you
as you review your credit report and interact with the credit
bureau representatives to identify accounts that are fraudulent.
(Call 1 866 639-3426 for more information.) 

Instruct the bureau representatives that each of those 
identified as fraudulent should be immediately deleted from 
your file.

Important Note: Obtain the name, phone number and
complete office address of each credit bureau rep you talk with
and write it all down for later reference.

Ask the reps for names, addresses, and phone numbers 
corresponding to all fraudulent accounts.

The Federal Trade Commission
(FTC) identity theft hotline logs 
3,000 calls per week, with 
additional 400 complaints to its 
website. With numbers like these,
many complaints will be unable to
be investigated. In addition, lack
of laws and cooperation among
foreign law-enforcement agencies 
make it extremely difficult to track
and arrest perpetrators.

Don’t Fall for Credit Repair Scams 

ID theft and credit damage may also lead to other problems or 
scams.  Don’t fall prey to those who claim to be able to repair 
your credit overnight! These credit repair scams usually ask
for a payment upfront. In return, you might get mimeographed
instructions to pay your bills on time. (For a detailed article on
credit repair scams, visit Ovation Law’s Educational Resource 
Center at www.OvationLaw.com.)
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No legitimate credit repair business can guarantee to remove
items from your credit report – especially bankruptcies – so
stay away from those businesses making such claims.

Once you lose your good credit, it will take time, discipline, and
conscientiousness on your part will restore it. Your bank may
be willing to issue you a credit card secured by savings that
will get you started on the rebuilding of your credit rating. For
more information, visit the online Educational Resource Center 
at www.OvationLaw.com. The online resource center offers a
variety of informative e-books and articles that contain detailed
information – FREE of charge – that will assist you in your
credit needs. 

Take Action Today

Learn About the Areas of Vulnerability and Protect 
Yourself

Identity thieves prefer convenience, so make yourself a tough
target for fraudsters and chances are they’ll move on to
someone who provides less of a challenge.

By being proactive and keeping aware of current issues and
your areas of vulnerability, you’ll be able to anticipate possible
security breeches and protect your personal information.

Remember to invest in computer virus protection software and
email filters, and consider installing a firewall.  By having
simple safeguards in place, your information will not be so
readily available and tempting for identity thieves.  Stay current
with new technologies and the strategies that the con artists
and ID thieves employ. For every highly publicized case of the 
ID thief who gets caught, there are another hundred out there
still working to find ways to exploit your information.  As you
educate yourself and stay current on these kinds of crimes, 
you’ll be able to keep one step ahead of the bad guys.

Also, to minimize any potential damage, always monitor your
credit card billing statements and order your credit reports at 
least twice a year.

If you have questions or would like more information about
Ovation Law’s exclusive Identity Theft Credit Repair 
Program, call: 1 (866) 639-3426.

Ovation Law’s professional case analysts are available 24/7
via phone or through Instant Messaging, accessible at
www.OvationLaw.com.  These case analysts and paralegals
are available to assist you and provide options for your
individual credit situation.  Call 1 866 639-3426
or email today (info@OvationLaw.com).
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Important Contact Information from Ovation Law
To Request Your Credit Report, Contact the Credit Bureaus Below:

CREDIT BUREAUS:

Equifax - www.equifax.com
To order your report, call: 800-685-1111 or write: 
P.O. Box 740241, Atlanta, GA 30374-0241 
To report fraud, call: 800-525-6285 or write:
P.O. Box 740241, Atlanta, GA 30374-0241 
Hearing impaired: Call 1-800-255-0056 and ask the operator 
to call the Auto Disclosure Line at 1-800-685-1111 to request a 
copy of your report. (Main Number: 404-885-8000)

Experian (Formerly TRW) - www.experian.com
To order your report, call: 888-EXPERIAN (397-3742) or write: 
P.O. Box 2002, Allen TX 75013 
To report fraud, call: 888-EXPERIAN (397-3742) or write: 
P.O. Box 9530, Allen TX 75013 
TDD: 1-800-972-0322 

Trans Union - www.transunion.com
To order your report, call: 800-888-4213 or write:
P.O. Box 1000, Chester, PA 19022 
To report fraud, call: 800-680-7289 or write:
Fraud Victim Assistance Division
P.O. Box 6790, Fullerton, CA 92634 
TDD: 1-877-553-7803 
1-800-916-8800
1-800-680-7289

If you’ve been a victim of identity theft, call the FTC’s Identity 
Theft Hotline toll-free at 1-877-IDTHEFT (438-4338). 

Identity Theft Credit Repair Program

Ovation Law, P.A. Inc. 
Call: 1 (866) 639-3426 
www.OvationLaw.com
info@OvationLaw.com

Social Security Administration (Fraud line): 1-800-269-0271

Rights under the Telemarketing Sales Rule 
To learn about your rights under the Telemarketing Sales Rule 
and how to protect yourself from fraudulent telephone sales 
practices, request a free copy of Straight Talk About
Telemarketing. Contact the Consumer Response Center at: 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
Toll free, at 1-877-FTC-HELP (382-4357) 
TDD 1-866-653-4261
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